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Success is Not Often Won at the Starting
Line, But at the Turning Point

B B

A 2022 FHARBERHZEEMERG > ARG E "l WEF
YRR TRMEN - BATEA T LR EA TR FRERE (MHEIRR) 24
AT, mEF H%fﬂ,lﬁiﬁft#ﬁéﬁHﬂ@\ﬁiﬁnﬁﬁﬁm#ﬁfﬁiéﬁ TEALE AR EHER
Be A X I A G PR > AR TACHI BT IR T RAA AT 0 dedTiE LAY AR R
B R O IRYE  FI R R R E A ﬁuﬁé%ﬁm FRRLEECHEIFEERRTH
B ERFER A FEIWMERABEAMATIRER AR EH AR L L
5 0 r*"%"ﬂkj P E R, > TRIFERM,  TAERRASK, 0 THFER,
"B5G/6G | ¥ o (FHEHFT4m) 234 MR FEETAEHEEMER > S FrFB L LS
HRERABMEG TRREAEHFN TR -
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TEERRIGRE

FREBEFENFERYER » ZRFFEEER BB R E KRR - UG EEIRR )
MAAEER TEE L - RRFNHEREIZE R TIRERNEERERE - IS ZmRE 2]
WA ER B HE R AR S TR - R 1989 4 6 H REBHEER - B4 TEE
BEIFEHIASTYRZFIEH: - RS HEGE AR F e - BRI G H TE - Bt
R (E RO IRy ETER (Taiwan Semiconductor Manufacturing Co., Ltd., TSMC) F8EA4 Y
B > BRIGEEFEEASHEELF - MEFEBRBGEEL - BERARFAMER - GHiF2
N f RRIPE AR - (E ARSI SR A - METHR - BRAEKRE S TELIREN
BAERRARIERIE - TEEBIZ BN TIZAHR RV R - RILE| T XSS EER - BEREE
IR BN ARV R ZE RS - L PRI T AT » (F e —(ESNE R A BB S5
AR - ZEPEME - LY TE )T st E R IR AR - BAEE - IR R
- EIGHEEE E S -

1997 4 12 ALY RZE % - FREREERIE AR E B EFE N BHEHEHL (Lucent
Technologies) HEAFEIEHE RS E B2 (Wireless Data Networking Laboratory) T{E » FRE R EAEH
FHYHIH I EE = (Bell Labs) 2BV EEWM#EEL - 125G T ARIEZESHEHE
1% FFEE AL « B > KIGEEEM - Fr MmEE - Bl miEE - BT ETEETE
B~ C B8 » UNIX TEZERMER L HARETERYZEEH - BRI - (B2 —(EUrEE N ey
HENERE - WERABRAEE - BRAE - (EEEARR TIER - ARIAIREEE T
43 TARM - AI DA e N BRIRE - B AR HE R EE i HGI A A A Y aE - Bl
EWE - SERBEIRE - EEEERE - EREFXFHET - BERK 2000 F£EF|&HE -
FHEETR L F—F% 2% - R HAMSHN - BT ES BN - ZHRAETE -

EXFIRAVEH - FEEM - BRAIANZEERD

FEREEIRE IR TEE ST EEEUT Y (perfect Gaussian integer sequences, PGIS) #22
FEMSHIEEE S TR B MET S RS EE - 2R S —E Rt SRl Z
FHRE A 5% - DIMESURARBAR SE R P RE - 2#REEFHTE Poly-phase HIF41 - H A
HIL 2 B R FE S IR TERE A A Zadoff-Chu Sequence ° MEZEE A2 H - HE—HIERY
B (1,1,1,-1) SEERER 4 B #ERRETY] - R AERESEE P YIRIRE T REHEK
A2 AT - KIEHE - WS — IR A EER -

Jig £ 228 (B FE Y IRAE - B — 3 R AU TR RCER AT Al - ISR BAIG 2R TRV E
AR AT ER A IEAZ 534826 1. (orthogonal frequency division multiplexing, OFDM) %
i &SI TR LE (peak to average power ratio, PAPR) FYRTRE » 1ME L (selected
mapping, SLM) J& & RF—1{E & Fy 2 K PAPR BYFT - {H SLM £ ilr AR F Za T E 2 <
{ET7 BRI A G A SRRE - E—REHEZH - BOOEERE T B R A A
(frequency domain) FYFTE BRI (time domain) FYFTE » A] DAKIEREESEHEE - H
BT BRI E N AR T Y] - B E RV EE NS RER - AR EEEKE
FIER D HERE R P -

Y
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b R RN i B SRR BT B AERE B SR - SRS IR B S ] DU S B % H] FHROFP
F o FEEFTRE T — BRI SEARRT - NMEMERES B ERERAN RS FREL T
— IR AR IR S L SRR e AT FE B AL — 2 I P = B R B P P B AS 1S - RS
AR R RIBEER R TR 1-3% o FURRE SLM Gt R E0HE R B (8 H & 2098 -
TR REm 3R 2R - EEREN RIS T - A REEF A EARIIZRE -

R T EREEE R R - RRRT ST A PRERE S PR S Y B R R e e - —
H S BRI RIE BRI B EFIIMEE 55X W EREER T 2RE—
R L IRRT e R T B BT SR B ER AT - — BadaRIRT e RS AL AR U S B P
L FZRE-FBREMEBR - R E R M 20 L ER R ANERESE - KRR
HEPR IR 2 AL FE R B 1EEE RTS8 - (HETARE HMpEERRE FriE &
—EH R TS - AT R R SR R R AR — 2t RERAE -

SEEE TR P VIR AIZE 2 25 | AT Finite Field FYEEEE 3s - 121 T HREH
BERELEE > AR T K EE - RIRAZAEENERMRANE > 82
FREAEZ > FPREIRIME » RELEFIAAHEIF YRR S - 5 [EEE Trans. on
Information Theory * IEEE Trans. on Communications * IEEE Trans. on Signal Processing » IEEE
Signal Processing Letters F[ESIH N, 5o B IS A A tHRA R SRR R 38 5% - T2
HHZEE R e R E VI £ A] ROLmEEHE -

BT E  BREFBH

B RN N — (P B R Fr A R, - H SR —2 - ERARIE ST~ BRI
NIEFE LIRS - B R DGEH CHGHE - GEREEARHEKEERRE L IERIE
B4 HRIGREEE » B BR B R BE RTR R EAIARTT © GRE (graduate record
examinations) 2 EF /5T 2400 o B 2E EaShagEI s - 2 7 REEE - mEHH
R HIFE - HRRELESEE B RE—BER - HEE T BERE LI A4 T sk
ZERNHE - BRAER FEEREZIMRME EHEERE - BERZREN TA - E3RE
ENEEAEE R4 challenge — MR ©

bR @A KBRS - R ZEE R B - LR NFE 2 - FIEETEMR
ZHI[E 2GR EE) - WERDEAEEEESEFREFRNENE R - NEZP— LR
THEZARE S EEEE - BT B BHRMEE IR - RRAEEE - SEr 2Bk
1 » BECRE L AT - 2HEEEMEEGEER— AR -

BRIELSL © G T EBEDXEIA

REMER R LI - RSB R R REREA - FlERER IR R EYGEE
TR RER AR LR FEEY - B AEE  NELERSBBEEY (FREEHE)
(Schindler’s List) H1 » fUFRPER AR RESEFFEEIH) THCE T » Btz 8L 2R
[& o PR R AVFEEZEEY Zygmunt Haas » A REBLAEE 4B © Zygmunt Haas 7ELLELSIE
FERE  ZHREBEPHERE S L - ZREZALICR Prof. Zygmunt Haas FY28—f7]
& BHEFRR ESEIN— (IR EE A Toby Berger HY5 [ -
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2006 F 0 R KA RER MRS ERZIARE LS

RRRAE 1995 4 5 AFEIRIEARERI AR a2 - B fdaga8d% - R ERR
_HY Toby Berger #(#% » Berger E ISR E R HAAHEMANEE » HEHERZRFEEIR
KA - (HERTHROCHE - ERERE T HRERHEEWEE - HESRLHFREE
¢ REREEEIG T -

FHiA Berger EHNE 12 H R SIS ER R MF R MR E 4 - 2T (BB T2 R0
HEHY Zygmunt Haas E 55317 » E N Haas B ORKEGRIARENEE - (H2EEHER
MLAE - BRERAERE 7 EHTEE VS B Haas FUXIHIER - thEL Haas FURAEEF 9 H—REE
ARSI REEMR - WERy Haas XAV 24 - (EIF—1RAYE 1995 4F 6 H SR
TR R RN - IR R I5E R - E5EREEE F2NNEFEN ASZF -

iR e TN AE R D R A 2 F] Berger i Haas R\ -ZATHYIREE - A5 Haas &
FTHERS TIRZMFE LAV EHE) - ZEREEERL - Berger B L2 OREE L — @ TRE
K+ F A Berger ZHLE2ZIRE TS - [FKIE Berger ZHIAT—REEZL G GmEE = 5 B
% o B R LR E 2 IR RS © Berger &R 50— 60 5% - CASE Fyim a5
HUIKHRAT - IRERBE R BE - TERREVE -

£ Berger ¥ Haas i\ EHIHYTTHE T @ 2R R HRITERE - BREME - 5 TH
MAOAHIA  » ZRETHEFAMBIER - FAOPTEEEIMOHE - B T REEHE
B ARG IHEERARENRMEETEER - —Bi—EEZAEREN - e g Hm

2 -
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ERE TIRENEERER - BIARE

RHCETE A BT BRI g 2 1% - EIEABESS E R S - EE 7R R 28
IR 1% - AILL T¥RM ) FER - SR RURRYRTIEISE - BIHREEA - BRI T RRYESE -
TEERETETK - Kt - TREEHEESZIHEFEXERGE - IBESRETE BN - &0
HIEE ~ EEERSTEEE - BTN E IR - A RE R ] DUE S B R I E S
B BAER O ELTRIET - R0 - R EEF SR E S E ER T HHE REVERE - 5
I RRIE T RS MEES EREREMEE NERH - RPN E R ERT A
AT SE (pure research) B - NELAE RS UBHEHD @ METEERFERXWEE » 75
PR ER Al bt Fe Bt & 75 K A PR -

Blx Bt 5Ebe (Bftbt) BB EZRERR - GBI EaSR BRI+
DETHY TSRS RN R G L WA BIRIE LR R E G =2 E R P
2 AR A R T R G RO S5 E TR TR E B B SRt 3% - ERE R
{17 5 B Bt A 1 Tl B B A W S B P s (o B B2 SR S BRI T RS B A L+ AT R
R RE R RE - 0 T RS BN TR AT G e E - TR A 3 SR S e R i L B
HENEEEEG T e —ESITREFNET - FeEEERTEHRREHT 189
I -
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Special Issue Introduction of
“Instrumentation Cyber Security”

BEIE XM — KL BHR
Bl 2B REMMIEERRIEARR

BERLERHEE AT R BUE R A A SR N EE - B AR T - AR - &
SRR R T — B E L Al - G LEHE L REHER 2 BB R R HESEE
BIEEAEE - %I - KDL TERESREHL R ) (FREE - MigshEE  hEEAEEELE
T2 A2 Y ] RELERL R FE Y & 2o A Ll -

HHANEMSE "1 IEC 62443 B EERIVENLZIIRE ) - RVERAIEES - ]
R IEC 62443-4-2 CIHEARZORAGHEEERERIENL 2 INRE - FELUHIET RS 25 RED]
IFSEERIYEE o T AP AT RO PR B B T2 B B b S e 1 R A R R
il ) AR A ST R R RS 50 < i B 7 R 2 L R RS A (R - e e R A
SE AR YOEHR A - AR EE BN R M E L E -

W7 o SEEEEHY (operational technology, OT) = AFFRRERIAE S B I BRI T » &
B A T SE TR A R ERIAR P2 I ) - ERHEHE (information technology, IT) HIZEE A
ETE BRI - —H OT 3% fiE EAER& % - OT B mik@ Al 1T FEEIRIE A 2R
/0 ORI B 1T ELMER T EI LSS 2 AR OT IR » e N B s EE
BHECRITEDN TR OT BIEFTTRIVBIFTEZ AR T2 » DARNIF{EE] ~ [ Bl s i 42
BRIEHECR B AT R E LM - AIHEEF T1T/OT & 2Rl A UE & FH A i Aot
BICHFEMR , © TG 1T B OT ELMEI 2 FE i B B B I iR 8 2 &2 2
ZetgEt )~ THIMEAL 22 EERERMNE ) » " BRESYREE B YRR
B AR R I < B L E L RO R s e e o TURSCE T BRI IEC62443 41|
FRUE 7 BN R A 22 AR e R B - O RIRYSI - A HA 1T-OT 385 & 2 Mg %
BINRE » DA OR B Pk SRR B BR 5 S B LAY 22 e PR B TE T -

% OEM/ODM RILAKE » F Bl AN ANE SEFERE R g < BB AL ESE - By @ FE T -
TEEERERI AT » WA B MR eIt se AR e Ty m) - SR[E AP B & (F - DUES
BEELEEEZEH - HBEERDE  EENIHS ST K -
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fit IEC 62443 HiE=RFE A BAY
Bl ZZIEE
The Cybersecurity Functions that an

Instrument Should Possess from the
Perspective of IEC 62443

=342

Wei-Chen Lee

WEEANCALH RS AL AR EEN G AREEP > SRS FRYE
Bl R R R RAT ERH S E R AR T BRI ERBEZEANE
M AR A — FRRA o RSB X B 0B &k A BRI T 318 A A T3R5 P 60 7 2o iR B
IEC 62443-4-2 RARTR B B LA 69 H M2 DM - 3P KAVF IEC 62443-4-2 89 7 BRA K
ZRERNERE EAS R RIKA AR TARRZ R T oM AR -

Manufacturing is currently the most attacked industry. In the manufacturing industry, various
instruments, different legacy communication protocols, and a lack of OT cybersecurity expert
have generated many vulnerabilities. How to objectively assess the cybersecurity attributes that
instruments should have became an essential issue. This paper aims to use the internationally
recognized OT cybersecurity standard IEC 62443-4-2 to discuss the cybersecurity attributes
that instruments should have. Requirements are applied to instruments to discuss the detailed
specifications under these seven fundamental requirements in IEC 62443-4-2.

— + |[EC 62443 57

AR TZEEFME M IEHAM (industrial automation and control system, IACS, DL T &
T3 BREFHIEZELFH =0 P04 2021 4£ 5 H - EE&AKHHE /2 5] Colonial
Pipeline =7 2 ¥ 7R HBS HYSBE S L ZHBEA T 5 K » S RCEGEBIR FE 7 & BRI
Z o WRAEELSTERANER Sl HEEEES A SRR ER" - FERRNthEHE
PUER - EAIRYERE T —E R A EEESEF Al 2@ BRI E - ST BERIEE - &
FEELYBNEELE - 8EEIERAZHFRMEE - 1712 1BM & B o 8
HETE 2021 FEK B2 R RZELBEYHTHENE —% 0 @8 7 SRR - R E =
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E A 2019 FEOSEE NP EZ B S EL BB PHTHERE \H » H EFBERE 2R A\GF
5o AR » By EERE SR S ZE0E 2 HRRIRZ » b aRs T A ER FES T RME
HEHE TR E - BERE L EE R S @i e ] (Wl rT 2 =R
Fehl3s PLC AU Modbus SEEN) it Z TIEERITE L 2 AA % - BB DIAG TR
HIERNZ 2R TR KIIE o M8 EZEZ WA ZAKEING - WEKEATNE
Y > (1SRRI B LN R% (A0S K% S th ik D S 25K N iy h e - (AL - 7£
TZEY)H4#E (industrial internet of things, IloT) HU#EEA T » IS BLEZE P HES - HEHM
SR E AL 2 #ERE - DUEYIUR B AMNB R NEI R B - IR ESR K AR T
PEIREE R AFInT R TR —HE - M BRI A RIEZEEET » (£ 1EC 62443 1]
FAZFHE TR AT FIR M F B EE L5 - N EERNE LR - AR 1EC
62443 ELATHENGERE - Shaaban FEHE® (FIR{E IEC 62443 Hl&E 1 (AR EEE LY
dEE BB LR - ARSI HBIATRER 1EC 62443 HIBISTHERE FisEEHIVE
2R -

{EER IEC 62443 ZFi] » TMTELZ A (% - ZF—(E2EFEH81{LE2 S (International
Society of Automation, ISA) * S5—{# ;2 E[RE TZ &% (International Electrotechnical
Commission, IEC) * B{[EHENMLIFEEHIZEE 1SA99 H 2002 FpinaE R TR
HIEZAREUE - HEE/E ISA 62443 o ZH41E IEC NBHIZEE TC 65 thELRL 1SA 62443 #EEH
IEC 62443 » A FAM AT DAER IEC 62443 f2FH ISA 1 IEC H:[FIZE R KA - {E 3552 ISA 62443
f » ISA99 thfll ISO REVENIESTELIMER 62443 FEHEF] ISO 27000 A& ZAEHE 2 —F]
1Y = ISO 27000 A HIEHEHI EE 2 FIE—f% 1T (information technology) IR HHAYE RN 21
FRUE < #F 2 » 1EC 62443 H1 1SO 2700025 HRRHETER 2 H HE 2 i - ZRITER IEC
62443 EFHH TR AL 2 1EUE « IEC 62443 B RYVIHES - BHEHEEINILE
14 B3I - CHIREYE 9 f7 5205 T BIFRFR%E (international standard, 1S) ~ £¢fif
H e (technical report, TR) PAK AT #i% (technical specification, TS)

R FIEFAZER ] 1EC 62443 g ? —{EJR A2 1EC 62443 2 H AT ERME— BRI, (%
2 PRI AR — {8 e SRS & N L 2RI YE - BN — 5 A Bl s — (A A8 A i) i HH 2R A -
SRR RE B AREE CNS thEARSERMN T IEC 62443 » (LA CNS 62443 HIBIZK
fEH#E o HET CNS 62443 L2517 T CNS 62443-1-1 » CNS 62443-3-1 ~ CNS 62443-4-1 ¢ CNS
62443-4-2 58 4 {30 T CNS 62443-2-4 F1 CNS 62443-3-3 [Ed#EffES T - 95 7T 5%
1T 6 {717 CNS 62443 Iz A2 HE - S EFIIEEBMKE @ IEC 62443 RATTRER R T
PERR IS SN2 2R UE - Bh{5 I 1SO 27000 AAIAE IT BBl & L it —ks -

IEC 62443 HYSCH#ESLST R 4 (EREE - 543515 IEC 62443-1 £ IEC 62443-4 » IEC 62443-
1 RYNSCHE FE MR T TEENLZ 2R T T ELEAS - HRTEE T HE 1EC
62443-1-1 B RFTHE © IEC 62443-2 RV HME L BRI PRI - HETE&ET T
IEC 62443-2-1 ~ IEC 62443-2-3 1 IEC 62443-2-4 58 3 {3 o B =KJH ks IEC 62443-3 24|
HISCH: o BT E R AR R TERETERE AL 2 2 MAEETEE - HAl
BRI SR 2T RN - B45 T IEC 62443-3-1 » IEC 62443-3-2 2 IEC 62443-3-3 - 554
KREEFy IEC 62443-4 ZYNHS: » FEZ2ERITTH (component) BEE i (product) FYSCH: »
it T TR B R K B R A R VB 2K - HETE 2 #1755 E - 85T IEC
62443-4-1 J IEC 62443-4-2 55 @ifny 4 »
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IEC 62443 T EREH S R HEERNPER & (asset owner) » RETEMLEE (service
provider) » AHEEETE (system integrator) DA ZE A fERS (product supplier) © Z£{[ IEC 62443
HE N2 2 AR R AT & (defense in depth) H A= EIEERENZ S - BUR ML
F ~ BI857 B 5 42 4585E (zone and conduit) © SR ERAS HYEESR, ~ {7 VA2 55 728 K AE HI DL Rz
il | LB -

IEC 62443 WA _{HELEE Z i NRRRAFEA - BV (maturity level) FI17Z2 2%k
(security level) o plFNERR T B2 F A iy & EEE A2 2 R B S BN - HEERYE N 2%
IR R E PR ~ TilE R RE - JNER >l — B0 - & L 2R E R
TR AR 12 2R A E A R IR SR AT B &L 2 EREAHRR - fR1% IBC
62443-4-2 HIFE - SHEDTAHNERLZ EFRINAT 3 RIUH - ZEFR—RREThEN Tk
TEREIER AT Ry » RSN ARFRETTHRER 1L R &R & R BRSO BB T R -
L2 FRE 0 7 IEC 62443-4-2 HESORIEZS - (B ASRZETTAFREN 1E B FER) KB
TR o —TTHER EN L2 ERAKTEL 2 FEHR . (security level 2) BRZ 2 E i = (security
level 3) - BUEFNLRER " » tRIE IEC 62443-4-2  TLHFFE R EHEE KHE 60 1 - 1HE
TUHEERIZEEN = MIERENEEEES -

— - IEC 62443-4-2 £§4%

DL EETEm - M AT DAAHDE - 18 — 2= FHFEHMERES - AT 1IEC 62443-
4-20 KA EFHEIRRTHEN L BB LR - £ [EC 62443-4-2 EFH 7 HEANER
(fundamental requirement, FR) * FR1 2551 FI# A1 #E6] » FR2 2 ZEH] « FR3 2R 50E
Y~ FR4 2 ERIAIREE « FRS ZIRHIE R © FR6 EH R EFRIRIRE - FR7 2& IR
ATFME < 38 7 (EEABOR DU EAHRARTRAZ SR F 1 B -

% 1.IEC 62443-4-2 ik HiR 40y 78k K5 KO B4z

LTS

FR1 3 BIA1# 42 H] (Identification and Authentication Control) {5 FH & # Bl FI 57

FR2 2 (Use Control) A ERIE BT
FR3 A58 (System Integrity) T E R E
FR4 —&EHEZ M (Data Confidentiality) {5 R s F i

FRS -BEHIEFHT (Restricted Data Flow) el AN

FR6 —B[IF[E] fE =54 (Timely Response to Event) i ARETR

FR7 &5 7] 4 (Resource Availability) SRt 7 LR R

HNEREEENS - BERIVEEAE IWEELGEIHEISRIIMERE 1EC 62443-4-2
FREY KRS - BIEE ZETT IEC 62443-4-2 HIRIEE (certification) © RUEEHYTLZEAEBEAIT « &
FeEITAE T - LA E AR SIS L ERER IEC 62443-4-2 FYEOKZ IR 7SR « IRIR ATHE
TEMIEDEERA G AR » (I ELEMFEERTS [EC 62443-4-2 HUIFHE « £ T2
RGN E B ERGES - WESE R 2 R0 HA g RIS R EEERES - B
HITE N E A W & 1 E O 7 T 0 5E I IBC 62443-4-2 HUREES »
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= BREANVEMNL2IEE

BEREGIIENL ZIIRE AT IR 1EC 62443-4-2 1 7 TEEARTR FHUHIEARE » DU T
RFEFE L 7 TEESR AT S A # X —fa o

BT Rk BRI S BUZER] - 78 IEC 62443-4-2 BF35%IFIEE BIH iy sk - IRAMER E5E
Y IR — (LS - [EEMIBEMEAES - B e R @R BT E - E
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Information Security System Architecture
Design of the Micro-isolation Field with
the Expandable of the Semiconductor
Manufacturing Processes Obeying the IT
and OT Information Security Standards

RER - Fdam o REL  ERF FER

Jia-Syun Cai, Kuen-Yu Tsai, Hsing-Chung Chen, Min-Ju Chuang, Chien-Lin Lee

H AL (information technology, IT) # E#h 3t A AR 43438 F dyéy 6 1~ B A& 3 Ak
(operational technology, OT) % & # T ¥4 %] # 4t (industrial control system, ICS) #9#/EFfof2 5
YRl EmE o — 8 OT 3 ﬁ%z%ﬂﬂﬁ&fé OT 3t @i IT MBI X AL M » HEE
A4 IT-OT % “ﬁf%ﬁizéﬂﬁg‘# g A 0 VARESR R L RY B A A2 IR 3F S HOA R ey e A LE
HEME o R ST A ﬁ"ﬂﬂ‘ﬁm‘#’é‘] IT-OT # [ #fd73% & 42 Fr 75 R A% - PR 27 38 M 42 A 35
v’%‘;‘&Fﬁ-ﬁ-l—,ﬂ\-E—i)\ G AR EAT B BRI R LA G BUE 0 By b SRR R BRI N 64
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Information technology (IT) focuses on the general aspects of computers and networks. It is
different from operational technology (OT), which focuses on the operation and program control
aspects of the industrial control system (ICS). Once OT equipment is connected to the Internet,
the OT field will face the same information security issues as IT. Therefore, it is necessary to have
a network security function with the overall consideration of both IT and OT to ensure the safety
and accuracy of the semiconductor key process and environmental parameter data. This article
briefly introduces an ongoing research on an IT-OT micro-isolation field cybersecurity protection
framework that uses portable antivirus tools and intrusion prevention systems for malware scanning
and network access control to prevent attackers from accessing critical process parameters in
the field. The related international information security standards (such as IEC 62443 and SEMI
E187) will be incorporated to facilitate information security protection in the semiconductor
manufacturing facilities.
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This study takes the manufacturing field in the development context of Industry 4.0 as an
example and integrates key points in IEC62443 standards. We plan to build up a smart factory
based on a smart-motor-electrical platform which takes the possible security incidents in the factory
as a practical example and adopt the smart manufacturing factory of National Taipei University
of Technology as a POC site for offensive and defensive verification on information security
issues and gets the [EC62443-2-4 certification. The study includes three overall research goals:
“IT-application layer”, “CT transmission layer”, and “OT-aware layer”. This plan expects that
the sensor machine inductive sensing "OT-sensing layer” will capture and integrate the operation
information as well as production data of the factory production line, then is realized through the
“CT transmission layer” gateway according to obtained data. The heterogeneous network uploads
data to the “Edge” end of the “OT-sensing layer” for preliminary learning, analysis and control.
The “edge” end mainly works with the image and sensor information obtained through the “OT-
sensing layer” equipment. In addition, the proposed system will perform data label identification
and analysis calculations, and then transmit the analyzed model to the fog terminal platform in
the “IT-application layer” area through high-efficiency encryption and encoding. When the “Fog
End” collects the data, it will conduct further learning and integration then derive the Al decision-
making analytics. Because the manufacturing data is very precious, in the information security
part, this plan will apply chaotic encryption algorithms, 3DES and the Transport Layer security
(TLS) to ensure the security of data transmission and prevent eavesdropping and tampering when
exchanging data. Finally, the model and decision after the analysis and learning of the “fog end”
which will be updated and strengthened with the “OT-sensing layer” for the identification model
and Al decision model. The relevant control commands will be sent to the “physical” device for
relevant control. The correction of the data makes the production line optimized and most efficient,
which means that the “IT-application layer”, “CT transmission layer”, and “OT-sensing layer”

become a perfect cooperated intelligent electrical security system.
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PEZRE EE B R AR e 1B AL » AW EE R A Docker 2817 Flask » MongoDB %55
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Containers:
webapp:
Container ID: docker://59a03a50ca31a23455086b04c7d5466631dfa06b8822173c452f3b6e4542a8da
Image: zxcvbnius/docker-demo:latest
Image ID: docker-pullable://zxcvbnius/docker-demo@sha256:a3c6b9ab7356438f873f90c2af170a41cb32cadc01ab3d11f72101daa3abdf18
Port: 3000/TCP
Host port: 0/TCP
State: Running
Started: Wed, 09 Mar 2022 00:39:53-0800

Ready: True
Restart count: (0]
Liveness: http-get http://:webapp-port/ delay=15s timeout=30s period=15s #success=1 #failure=3
Environment: <none>
Mounts:
Ivar/run/secrets/kubernetes.io/serviceaccount from kube-api-access-88mvg(ro)

13. f£ Liveness #4242 » T YA# 41 Health check #94K f&
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Keycloak * /4= ¥ [EHY Token (7% Access Token FJ{KIEAN A HYIE 5 3% E A FIRIFEGGH -
DIHATREZ R Ay E e o Ihhh - BHOEELRHAILISHE LDAP (lightweight directory access
protocol) 777 EHJ FreelPA Bk S A E I - F DAREE AT FR &8 B S B IR GRELE R -
DUFIARE— A B 3E5E45 & Keycloak DU FreelPA » ZGEZ] IEC-62443-2-4 HHI{H
L e SR o B O P 2 A IR A5 R P 2 LA I e o o (o P Y PR (R AR -

HRGRIAHIZ 215574 - Br T IR ER AR « EH B E (Web Server » FreelPA [
FHRLL Firewall &) - W0 Router #EHIFFHT 1P SR IERRH A ME AR E Rz 25 - #5554
HAELEFHERIE A - BT Realm {1 Brute Force Detection (& JJHZ AT » 2#E—
Eg B2 5 2 i AR =K - (R EZ 6 B RS SHE + 8 - HE thRe s fE
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A IR GR NS INE) BRI NERE S - B ARSI S AR - LABEH
TEIEEE R Google Authenticator Application B, FreeOTP Application 31T E-mail #55 © /7]
SERGRIEA

S Brute force detection
Enabled ON
Permanent lockout OFF

Max login failures s 3

Wait increment s 5 Minutes =
Quick login check milli seconds | 100d

Minimum quick login wait i 3 Minutes =
Max wait s 15 Minutes =
Failure reset time & 12 Hours b

Save Cancel

14. Keycloak Brute Force Detection 3% & * VA $b3E i 4% & 7 SO AL AR o

t108568032 =

One-time code
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Malware Detection Mechanisms for
Industrial Automation and Control Systems
Based on API Analysis and Deep Learning

ek E -~ BRI

Iuon-Chang Lin, Yi-Kai Ma

MEEFEHERAGRRER  FELYRFLFRT —LBAG T AR KT ¥
B eI RIEHR R MBS R R EF R TR R G o Bk - TIEN R 55 B E A R L
FEAR TV IRAE G T S B RO T R4 - AU B R G R IR B HER B Ry
ey faR Ak E o FiB & 3&?”}[@”“’7\% % API #4527 3L 3% 8 - 7] AT 48 04 A Bl AR 0 i
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With the rapid development of smart manufacturing applications, intelligence also brings
some potential security risks, such as industrial automation and control equipment being threatened
by malicious software such as ransomware. Therefore, the endpoint defense mechanism of the
industrial control field has become an important key to ensure the reliable operation of the industrial
control field. This paper will propose a malware detection mechanism for endpoint protection in
the smart manufacturing field. We extract the system API call sequence of the software through the
sandbox environment and find out the potential relationship before and after the sequence. Then
use deep learning to build a malware detection model. This mechanism can prevent malicious
programs from evading detection through variants, and effectively reduce the threat to the security
of endpoint devices in the smart manufacturing field.
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Study on Smart Manufacturing System with
Industrial Control Information Security

HE R IRE > M

Her-Terng Yau, Ping-Huan Kuo, Po-Yang Lai

ﬂ

ZHRRREZEGA AL AERAFEURNELSRN - AR T FER R OE
7] B AR TAA A BRARE R 0 LA AR S H A +:H&“*iﬁwf¢mé’u"éi¥#%}?% HHRHFRA] o A
R HEGRA  BE—RARLEDREME  EI1 6048 VPN BIGE ~ RIEAHOFARS
S5 RHEMBGTE L > BIEAHAAE - @BEIE - A4 @I S fvm.ﬁc ' B
W o iR AT A ENK R @A AT AT A 0 R F IR R AR R R R AT
BB H ARG E Sy B A gRable b e ity ARARKRRAFHREESYTF
AN 2RR T ik Bk SR o) S AR R N2 208 B ik ey EAE M fo 22 21

The research results mainly focus on the combination of information security construction
and smart manufacturing. The smart manufacturing technology in this study includes tool wear
prediction and chatter recognition and uses machine learning and data analysis to achieve higher
processing accuracy and data prediction. Using the perspective of network protection, build a set
of information security frameworks, establish a protection system including VPN, firewall, server
for data processing and other multi-layer protection mechanisms, and monitor data flow. Through
the account, system, communication, integrated information flow, etc., research technologies and
mechanisms such as protection and vulnerability scanning, import information and communication
data package analysis, and gradually explore advanced technologies related to smart production
lines, from traditional methods to the latest machine learning and deep learning. Information
security technology uses information security testing methods such as vulnerability scanning and
processing quality, to verify the correctness and safety of various information security algorithms
developed by the production line.

— . B2

FIFHHEERAT (operational technology, OT) K&l (information technology, IT) Z %
fiisse - HRESSREER A M E SRS (S BEE N THEEE SR - AEFEEE
B2 2 0R7E -
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1. Database Server

TESE - GBS MRS BRI BRI ZR &R L2 &R - Database Server £ E
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HA50011 B RIE » 58 825 W HE BBEE g 0K 1 InnoDB utf8_general_ci
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FEME - HIRE BB ERNY - MLARERAS AT R AR R - SEM e PR A e T T Bl i 5T
= HIFER o 2 Gel L > IR Canny Z &M HIF T EL Hough BIASKERIETE ) BB
FEE - fR ETJEEREE R ERIE 12 Fx -

3. JNEEFTRAERET

TR AN - B AEEORE R A - TJRIEREF M - FEk R
PCERIR R TR - FEY) BT ok S Bl B ae & - 138 B RS AR AR [E] T Random Forest Regression
(RFR) HEEE IR IS HETTAIRR - R k-fold cross-validation Y1722 X Egee - il
PRAAUFIBRASIR - BEAVERERAZEA0E 13 Fis -
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Step 2: Model construction and tool wear predication
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Times (S)

11. Bkt oy EERsEE @ -

4. EEERIR RS .
JIEEERE V) EAEUHERE R R TR EHE © MelEE K sUHs SHRERATER - W g
BPNTHE N Sl B SRERNET - AWTFehE o B G it AGE T ) A

Data normalization

Training and testing
Data splitting

I
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Training data

Testing data

B 10, 77 L2 FAR A S B 22 4@ o

original signal
filtered signal
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Tool imaging
equipment
calibration

Tool wear
measurement

Spindle vibration
signal acquisition

1

Signal clipping
and filtering

¥

Feature extraction
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Data set
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Algorithm learning

Result analysis
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BERERR o BT I AR S S I TR BRI EEHSRE T B - S AR
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IR BRI AR R R E 8L - I BUEHERE BEER o RIS 2 ks B LR o vl
iz EAR - i AR M AR A s B IR LR OK - 32588 MR AR s D0 L RF 2 U iR Bl
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map) HORFRDIRF R o [R5 EhRERRE R e A= (1) B
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Chen-Lee MR G0 - 7] DUEE AR EHEIEE 17T - #fm HHryP R
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IT/OT BZ L2 A 7L
MR ARSI T ERR

Applying IT/OT Information Security
Technology and International Standards to
Aerospace Optical Components Production
Line

HHEZ BCE - THT BIF EXRE HEE - HET
SRR MR  PRIE R

Chien-Yao Huang, Wen-Tse Hsiao, Vipin Ting, Wan-Yi Hou, Jung-Hsing Wang, Hui-Jean Kuo,
Hsiao-Yu Chou, Chung-Ying Wang, Yu-Wei Lin, Fong-Zhi Chen

HEEABRRERARCEHREAEARP CHEANMRB AL T ERA E KN
ii$ﬂ"»i«~‘?)\§I§%’ RS RMRIHmAT 2 @GR E 2R ERE - KX EA
s gy 2h A A RORGRI SRR R 0 AR B AT I R AL 1 BOE SR AR
) B fif] A AT 3 %"5 5 35N A AT RS E AT IR AT R o

Taiwan Instrument Research Institute (TIRI) of National Applied Research Laboratories
is an important base for fabricating large aerospace optical components, introduced intelligent
manufacturing technologies, systems, and information security technologies for pursuing higher
optical quality components. TIRI also receives IEC 62443-2-4 certification, the international cyber
security standards. This article introduces the application results of intelligent technologies, as
well as cyber security standards commonly used in manufacturing and semiconductor fields. The
implement information security protection technology applications in information technology and
operational technology fields are also described in this article.

_\-ﬁ‘-ﬁn

HCTEEIR 2011 FF2H T3 4.0 LIZK > BEEEER0 R 8 2R B0 - R E
MAEETAE REEEFERL - BRIt IR - nlDIbEE FRREE D 8250
FEnn » DAAE DU (LAY » bR 7SS REME - AR P E i ] Sl S EaGE 2 3l
LR > OREENVBIEERE - AR ITE(CRS BRI - HBIEAEw
FHES o AL - BRI RS TR S E TR - S BItBRAAHIE H CRIFEERES - KB
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TTEEREE it 2016 Fomud " A R SEHEB) 75 ) HEEDE I SR SRS %
& - IR E it sehi G EES RO (ERFL) #RECE T FCRH C i E -
AT - FEINE B2 MR O ROEE TR EEE M - i BUR SR B TR A S & T
Wi+ H 2015 F5f R EOE e LR S SO OIS A TRRAVER IR E bt - BRI i Al AR R - TR
s Fa » REBEBSTEITEEEEEE RS AM (cyber-physical system, CPS) » {E Ry
J& T 29548 (industrial internet of things, I10T) FIETER L F il A RIF 28 Besth D

SO T EIE R R - AR R K aiim IR T A B SRataid] - ftrEsEE
HERMEE - R T R~ AHEEEEE - REEHI RN - FEE T2 4.0 R TV
MR SEZE R - DAL RR [ ET PR =AY LS S5 S ATt s el B Y 7 SR B0 7 R Y i B th B 2 1
0 AR R T SR8 3 T B U 352 i 7 11 e O 8 B SR o e Y s B B T i B AT
B+ RIBT AR TR A & i A Bt sk <2 B i

RS ER L R SRS RO A RCR - DU H AT B ER R E#H (information
communication technology, ICT) » T3 HB){LEHA# (industrial automatic control system,
IACS) K PERSE EGI ) E L ARYE - [T AR EELERE B (information
technology, IT) /& 3B fir (operational technology, OT) 38l B PR E 22 FUR IS & A2 258
RSB

— - EERRERWER

BRI LB RS R S R 1 R R T 92 - R 2SRRI ~ 5G 30 ~ AT Hei -
MES Rt~ EIIRTE S R » 5% 45 TR R RO AR O BT A G BT
LS, - A | EERE - EETEN  EEAT - REIMERYRES %S ST
BRI IR R 7 LSRRI TR R B S (T S B R sk e
A S -

BRIELWRIR

JEIREE TR
MO 4RAEEs e EIHIREE
nIssE |, . . EHTEDHG
= HESTER
ST e 0 o AN BRI
RERETH : PR RS Y LanEe
EURISEReS: BERINHE SRR S ERSER __ Ei%/APP BRI
- BEEET e
ERLEER NIREREER
TesEEey BSHITRH (MES)
ERASUBAERTEDTRR  RIFNE WIRES A YELRBUSRS
RBESEEE TR

1. ARFE P o 1 R R 2 S B i) o

Ol S S SRS i EE A G - B SRGEE AR THUERS A
B BRI SR B ER e E B AR b EREREREE ¢ () (PRI THEIEAEED)
BE ~ (b) AxfiIRERIZ BB (o) R BE A AR RE L AL - Ed 2 S E AU &5
PR FAVEA SR - AR - BT R OB IRE)  BEE - AT TEMEGED
THsdedt "R o RERERE (L TS ERER -
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PR ELE R AEMRIIRIEE - JRA][EID BUS SIS s - RO m s 358
BEER - B8 Al ZARBEGERE - SN S ENER R 28 EEHALES 5G 15k
BRI FEFENEREREF » @ EimE e EFHE = r] DL B A B RN B 4
AT - W B IR AR EIE AT AT - B AN BETTRRIASR - HEE 5G By - A
G EHGS B EE &R - BRI BN EIETRTRE - (AT DUE BB R EETT AT
ERAI TR FAIBR IR R s T TR - BRSR T BE AT 26 BUREE I &R #2108 AL FL
TV AT RS - BHB A REHEELEF Al FERRERM S KR - HHERIER
[ {5 FIRSEEGI 3 (S (aimldb@narlabs.org.tw) Y& E

=~ BIFFERRENE

Gl L REEER - TSR HH R £ » FEANEE AEL I - Al eHE L
EREHERT LI N AR AR - DAMGER B L 2 AT K - H R B FR [ EA R # m n e
By 1SO 27001 » (R FEEZEBLE R MRS A TEE 4358 - 1EC 624430 HEHE IR B A
B B REEREE - 1L 2022 85 B T SEMI E187° R LEMEE &
ZATHE » AREIHE S BB I = TR A N e -

1.1S0 27001 : 2022

1SO 27001 EilZL 2 EE A B —E S RN B FRIZENE - 375518 2 ] 4 8 i B 7 ) T A 17 4
TRATE L 2 E A E (confidentiality) ~ SEEEME: (integrity) K2 A] 1 (availability) » 12
MR AR EFTTENT B PR SR e R T A E - o B AR R R A
TFfER b ERN L2 EHE -

R LB B BEFE AR - 1€ 1SO 27001 : 2005 FGEEEIE A GZAEHE » (F3# d,\
HEEZOEN » HEEER A SHETHEE - FERE 1S0 27001 : 2013 26T - HAETIEHETT 1SO
27001 : 2022 MARIEZE -

1SO 27001 : 2022 il 2013 KR Ky ERTBEELTRER T ENZ RN - Fi T HEF
2% (cybersecurity) | Fo " RRFACREE | o TMHEHIEINVE R 93 [ - 73JBHY AS— A8 VUHE - 4l
2 Ry A8 FTETEHITE - EH ISR ES (2 PRI TE B R PLRR K v 21 78 - a0 A8.1 HrHiEs
JE (RSB R P B RS B T IREaE AR RS T - PR E TS E K
loT B F RN RS H b 2 3 HE HEAEHEGE - stHERTEHEEEE LE
(EHE RS - R ETEERIMFREEST 2 AT S ARORHZ A AR
INREUEEHE T A ACE IR AR e A 8 A B AR (R AN - I 2R — BRI YE
1SO 27002 : 20227 -

2. IEC 62443-2-4

FEZE RIS ~ ERHETRIAER T2 R - 352N LER M# A iR HE 28 E - N LEe A
EFTAERIE I LIS ETEEE - AR R i -F B ER &R ER - HE R EIE
JE - HERRERSRETA o [ROAREIPARY TS | AB#EER 1k - BOEAEBS HINEE =R &5
BLEEEM A - R 8 TS [T T2 B B8 b6 247 -

SRIMEL AT » TSI ERL2NEENEEZ MK < TFER TEELEEEHEH
T REFRHERENEEEE - AARNEERERNEE  SETHEEZHEN - KHIAEE
~iask  EAIEZE AN RZ2E 7 Gk - RILBEFEE T.ZE® (International Electrotechnical
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A8. 1 User endpoint devices
A8. 2 Privileged access rights
A8. 3 Information access restriction
A8. 4 Access to source code
A8. 5 Secure authentication
A8. 6 Capacity management
A8. 7 Protection against malware
A8. 8 Management of technical vulnerabilities
A8. 9 Configuration management
A8. 10 Information deletion
AR. 11 Data masking
A8. 12 Data leakage prevention
A8. 13 Information backup
A8. 14 Redundancy of information processing facilities
A8.15 Logging
A8. 16 Monitoring activities
A8. 17 Clock synchronization
A8. 18 Use of privileged utility programs = A8 Technological controls
AB. 19 Installation of software on operational systems
A8. 20 Networks security
A8. 21 Security of network services
A8. 22 Segregation of networks
A8. 23 Web filtering
A8. 24 Use of cryptography
A8. 25 Secure development life cycle
A8. 26 Application security requirements
AS8. 27 Secure system architecture and engineering principles
A8. 28 Secure coding
A8. 29 Security testing in development and acceptance
A8. 30 Outsourced development
A8. 31 Separation of development, test and production environments
A8. 32 Change management
A8. 33 Test information
A8. 34 Protection of information systems during audit testing

2.1SO 27001 : 2022 A8 #=#]*A B o

Commission, IEC) ¥4 B 1778y T 2L M AHRIYER] - 2{fi IEC 62443 R3HY T2 HE){bE

PEHRMATE L AR UE - TEC 62443 SRYIREHELN[E 3 -

General
62443-1-1 62443-1-2 62443-1-3 62443-1-4
Terminology concepts and Master glossary of terms System security LACS security lifecycle and
models and abbreviati metrics use-cases

Polocies & Procedures

62443-2-1 6244322 | | 62443.2-3 62443-2-4
Requirements for an IACS Implementationguidance ; Security program

security management for an IACS security Paﬁzgzﬁgﬁ;ﬁ;m e requirements for IACS
system L management system | service providers

62443-3-1 62443-3-2 62443-3-3

System security
requirements and security
levels

Security technologies for Security risk assessment
and system design

Component

62443-4-1 62443-4-2

Secure product Technical security

requi 1its for IACS
requirements components

3.1EC 62443 % 7142 4® o
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PART 1| FBR TIEELIINE S/ THE » PART 2 TR HERF T 155 s E (E AT a1
WIBCEREERZ /48 © PART 3 HISHEIBAEE IACS AMAVEZEK » PART 4 AURBIF CHINE
LER o IEC HRIBIEFFEIERVE (maturity) 53F 4 B > B #IAE (initial) ~ EVE
(managed) * ELEF% (defined) M FFHEIUGE (improving) © SIFMATRABE(E T HE5 8 » SR soT it
A SHE A 2 (security level, SL) 3T 5 HF (0—4) ELTE] 4 »

IEC 62443-2-4 EEF DU & T 1R855I BRI LIRS (service provider) &N LZ 251 EE
KB TSR E A FEE E (asset owner) FHERHEE)—(H B BLAER K - FESMER
AR HFR K - LI 0 B B R R T RIS - R TR e E A A & 5 KAy
AN VARG TSI EN L 2R T - ADVREEERA IR EER - B
B IERE i LUK TEC 62443-2-4 (Y22 R EORIEHH — B/ & THGEERLZ 2/ 75 - 1EC
62443-2-4 1EHEF 12 il FIEESK - W15% 1 KIE 4 s - IR ErG FE S S — (i 7 TE Eok i
BEENRERE  DIEEREG EXHEEGHMRE I LB b8 TEEMEE L
Ve E B E N L 2 EK » PRGN LS - G elE T EERE S
THEGIIE T EE -

% 1.1IEC 62443-2-4 AZ# 12 BT AR K -

Solution staffing/ sporxx  TURTSHRBEE A AR B LR ZE AR
MR ENS VLXK syermesik

%fsg wneel SPO2.XX  BRFE(RENGT B LRk 5 22 2 SN A I R
gg;gt“mre/ SPO3.XX BB (LR R B R

P SPO4XX B LHRYR 1 S SRR B A B IR
;%%a%wﬁ SPOS.XX 15K SISH: &5 B B LR 17 Pk
gggg;gﬁ"“ management/op 06 XX BB LARTR A R ARIE B B R
Remote access/ SPO7.XX  EHSEFL IR E B LRk 7 A AR
@*ﬁnﬁﬁzﬁ

E t/ N

gvgiﬁmgageme“ SPOS.XX E By 52 b B S e AR A 3R
gg}g’gga“agemem/ SPO9.XX  HB{LE T 5 L rhEF SR B EAE R Bk
Malware protection/ 9 S (A B
p s SPI0.XX 5 BITE B LA 75 22 o i BB s
I;ﬁj‘?%ﬁgagemem/ SPALXX  HEH HEFIZZ 0 (o T R P Ze 2 AR ok
Backup/Restore/ S [ i 2, <
v SPI2.XX  BRfEHRLEENZ 2 ARG RISk
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FEhRE
SP.12.01, SP.12.08, SP.12.09

SP.05.05-SP.05.07

ER iR
SP.01.01-SP.01.03
SP12.02, SP'12'0_5 519/ S8R (Backup/Restore) SP.12.XX S
THERES #RR5Z A S (Solution staffing) SP.01.XX i
SP.12.03 SP.01.04
&3 ABEIR
SP.12.04, SP.12.06, SP.12.07 SP.01.01-SP.01.07
FaiRiE BRI =B
SP.11.01 SP.02.01
o=p ey - L2 TRRNEE
BRMERAE | s @TEI2 (Patch management) SP.11.XX 1R (Assurance) SP.02.XX sPo20s
SP.11.02 He
Z2iEmiER 2{Lism
SP.11.03-SP.11.06 SP.02.03
FERE BBV
SP.10.01, SP.10.04 SP.03.01
L2 TRNE BesaRst
SP.10.02, SP.10.03 0 D e . SP.03.02, SP.03.04, SP.03.03 RE (1)
TREENEERSE (M .10.. N
R REENEBRHEE (Malware protection) SP.10.XX priopam
SP.10.05 SP.03.03
THELIRE 2848 (Architecture) SP.03.XX PrEsais
SP.10.05 RE(1)(2) SP.03.05
Rl — TAFuS
EE SP.03.06, SP.03.07
IEC 62443-2-4 p
fEFREEMRIFRIE RREE (SP) BR R — HBES
SP.09.01, SP.09.02 al= SP.03.08
RREIES SP.03.09, SP.03.10
SP.09.02 RE(4)
n=e - ey
a0 RS &I (Account management) SP.09.XX RAR (Wireless) (i@5R) SP.04.XX SP.04.01-SP.04.03
SP.09.03
Tg:% BRI
SP.09.04 SP.05.01
- .09. fBegaRat
spnog 05-5P.09.09 SP.05.02-SP.05.04
T 2EFRRR (Safety Insumented system,SIS) SP.05.XX a9 THFI5
BH-ZEAR R — AR
;’3128(;% SP.05.08
188 E4EE (Event management) SP.08.XX ERETE
SP.08.02 SP.05.09
B —EmEBy
SP.08.03, SP.08.04 =
BgaRst
SP.06.01
T2 TR S AR
SP.07.01-SP.07.04 i e BIFEEIR (Configuration management, CM) SP.06.XX e
- SREE /RifmshHR,FHE (Remote access) SP.07.XX SP.06.02
ol BRfE — IEHIFDER
SP.07.04 RE (1) = 603

[ 4. 1EC 62443-2-4 2= 23tE &K -

3. SEMI E187 R BF R EHEAIR 4

B SRl A0 S A T B R R e B o (BT W (s B BE M R (SR - TR 2R RS
#%1F (end of support, EOS) HIPkEREZ A Bt E it Z kB R RE iR U I - & R/E R
flir AR R YRS S B RS LT - BRI s o] DA AL 2 A SO i - 5
SR P B R E R - R - SEMI A 2022 AEHIET E187 EUEAR CRFE AL BIRKRR ff 002 B IX
HE A TR -

SEMI E187 i F A H0. 6 f Bl (e BB R e &8~ AEmn e fot iR - B
RS A R i EL H B L GE R 4R (automatic material handling system, AMHS) HRAEE
PLCs * SCADA FIRGHITTHS + AREERT 3 RV REEK - 20 5 - #io R 12 TEERSC - WIH
AL MR AR IR E T (PR TR AL SR AEamEMIA (end of life, EoL) * HAYZE
TEZERA RS ES - v DB e iR © ARk Rt Ersa st Bhai i E FHIEE - #EEP
PR % e FH BRI ] - AEETUR SO - SRR (e (E R R %O -
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5.SEMIE187 w9 K & K °

PR Ll B PRI HESL - SEB] NIST /v ZIEESEER A E R R RIS EN L 21725
41 NIST 800-82 Guide to Operational Technology (OT) Security"” + NIST 800-53 Security and
Privacy Controls for Information Systems and Organizations''" % » £ 7 % N & -

AT 4 A e 52 i 5 ity e ) BREE - AHBA B a2 T 4= - BREEAEES 2% 25 (European
Union Agency for Cybersecurity, ENISA) R EEBREE R ERBOR R B sHEE
AN VR IE E - A8 6 - R R E IR E R - "2 R A E T P S
(558 - SRATZ IR 1SO S 0w AR S IR TAHBHAYBIFSASE » 411 ISO/IEC 27017 < 20151 R
ISO/IEC 27018 : 2019 JETTHE {54

LOCK-IN Isolation failure
REHE DIREM

Loss of governance J

Compliance risks

KREBIEREN - EERRER
Eiin 5%
Malicious insider ENISA Management interface compromise
BRAMAS EENEER
Insecure incomplete data deletion Data protection
REZEHARTEIERIR BERURE

6. T %A K (ENISA)! -
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m - ERFLERIGEERER

FRH RO B AR ST AR R 2 (A B+ ELB 53 B B 53 e A
BRELGTEIRL (BIHEFR L) SFRAIATR - RBRERISERTIN  IFHE R A S THA
LR + DL T 15 BUSHE EREF HA BRI L B30 1T 81 OT iR 2205 e e
fI7Ti -

1. BRI (IT) BB L 2pHE

PEERIH BT H % - BEREFEANEHEBR T - CHSTA COVID-19 & (E 2 - JEiE T
TEECR AT R LAE £ - B BV REREERHE 2 ER AT A BUR B B 1 58 BT | AV R
TR - WA EZE AR~ JEEFE - REEEEREE - B G E BT ENEER
? o

BRI DA E R R EE LG » 18 1SO 27001 : 2005 FIRRREE H#% =4 N H]
A TS0 27001 BZAFEEER ; FEEEE LR EHIER 2018 FAMMT - BEEAT
HEMEF DR E ZERE R » FIEMNAE R 2 EE (2 AR (security operation center,
SOC) * JEFEFH K% (web application firewall, WAF) + EZ{#2 + BiEHIE (penetration
test, PT) » 55%53F i (vulnerability assessment, VA) ZE[RERE M » DU T &ML/ miE -

(1) ERRZEEZRAEERT (SOC)

EEZ 2 AT AR RESEE LG - BRER A B2 EHEEH
SR (SIEM) L& » 7 X 24 Z2RFHEENIF SR MicE - RIEERTEEE SR - EhE
BRI S E LU R W AT - TROCS IR P E L - (EERE P AE 7 - 35
AL - TR SN E 2 - (e — NS B L B e e - KHEER
ERAR - ERFLEA SOC DU - B A NBRERTEEEEE - e R HE ] %
TTRASH - ST B P DB IR RSN i B

B8TS
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Applications of Self-powered Module on
Wound Healing and Wound Monitoring
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Jui-Han Yu, I-Ting Chiang, Ching-Wen Wang, Hs1n—Ping Lin, Wen-Jian Chen, Zong-Hong Lin
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Self-powered technology is becoming increasingly important with the miniaturization of
wearable medical devices and the increased demand for remote healthcare. Through collecting the
mechanical energy generated by the body, the self-powered technique can convert it into the energy
that can be used by wearable systems, and offers new ideas in solving the problem of power source.
For acute and chronic wounds, the wound treatment and repairment are becoming challenging
because conventional dressings are no longer sufficient to meet current needs. The Triboelectric
Nanogenerator (TENG), a self-powered method, can provide the appropriate electrical stimulation,
and the wound healing can be accelerated from the smart dressing we developed in 2022. In
addition, the wound healing level can be transmitted to the cell phone through the system, which
provides data for the users to achieve real-time wound monitoring. through this smart electroactive
dressing. In 2021, we found that the new application of thermoelectric catalyst (Bi,Te;) in
antibacterial. By doping these thermoelectric materials, this dressing can also inhibit the bacterial
growth in the wound, then we developed a multifunctional dressing for active infection prevention
and accelerated wound healing this year. With the development of the self-powered technique, this
module can be applied not only in regenerative medicine for electrical stimulation repairment, but
also in preventive medicine for healthcare.
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[ The role of electrical stimulation in the management of chronic wounds |
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